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ECIIA Foreword

he EU General Data Protection Regula-

tion (GDPR) Directive was implemented

one year ago. Together with cybersecu-
rity, data privacy has been rated as top priority risk
of the modern erg, in the recent “Risk in focus for
2020: hot topics for internal auditors”, published in
September 2019 by the ECIIA".

ECIIA and FERMA have collaborated on a govern-
ance model to align cyber risk and business strat-
egy in 2018. In 2019 we have decided to work to-
gether again on a survey of practitioners in order
to collect experience about the GDPR implemen-

tation and define key recommendations.

It is more important than ever to incorporate
GDPR requirements in the business strategy to
leverage on it as a differentiation factor towards

competitors.

As governance and risk specialists, the internal au-
dit and risk management functions are well placed
to provide insight about GDPR through assurance
to boards and senior management, as well as to
other stakeholders. They can assist the under-

standing of the various risks of non-compliance,

1 WWWw.eciia.eu

which go beyond the potentially significant fines.
We have also identified key recommendations for
the internal auditors, based on best practices col-

lected.

The importance of a strong corporate governance
remains a key aspect to comply with the regula-

tion.

As the Three Lines of Defence model is already
adopted and used by relevant regulators in Europe
(as the ones overseeing banking and also insur-
ances industries), we could imagine the European
Commission also leveraging on the Three Lines of
Defence model, namely for its incorporation into
upcoming GDPR related directives and regula-

tions.

Therefore, | would like to thank all members of the

ECIIA -FERMA Group for their very valuable input .

Thierry Thouvenot

President
European Confederation of
Institutes of Internal Auditing
(ECIIA)

FERMA Foreword

he GDPR is now one of the most fa-
mous pieces of EU legislation adopt-
ed over the last decade, one of the
few to be known even by the general public.
This transformative law required an unprece-
dented effort from every business dealing with
EU citizens data to adapt their products, ser-

vices and processes to the new regulation.

GDPR has shown the ability of the European Un-
ion to set norms with a global reach, imposing ob-
ligations on non-EU organisations and perceived
now as a model for other countries when it comes

to data privacy laws.

Since almost every organisation is affected, FER-
MA and ECIIA share a common interest in the new
roles of the risk management and internal audit
functions regarding the GDPR and personal data

related risks.

It is important for the risk and insurance commu-
nity to understand the integration of the GDPR in
the enterprise risk management (ERM) process
and its impact on corporate governance, notably
the relationship of the Data Protection Officer

(DPO) with the risk management function. This

document will serve as a baseline to guide our ef-
forts as a European federation and promote a pro-
fessional practice of risk management for privacy

risks.

Beyond avoiding non-compliance and fines, build-
ing a high level of maturity for the management
of privacy risks and a full compliance with GDPR is
likely to become a market differentiator for most
stakeholders: boards, shareholders and the civil

society...

At the same time, concerns also arise about the
possibility that organisations may refrain from in-
novating because of GDPR, notably in digital sec-
tors with high growth potential like Al.

Our ambition is to provide European policymak-
ers with unique insight on the implementation of
the GDPR by companies. We hope these new ele-
ments will contribute to the future review of the

GDPR, expected in May 2020.

Jo Willaert

President
Federation of European Risk
Management Associations (FERMA)



Executive
Summary

his paper focuses on the impacts of the
GDPR on corporate governance practices
in the year following its implementation.
Most specifically, it looks at the roles played by
internal audit departments and risk management

functions.

Using surveys and targeted interviews, we have
gathered input from internal auditors and risk
managers from various industries throughout Eu-

rope to meet the following objectives:

» Promote good governance alongside the GDPR.
» Assess the current situation and identify issues
and recommendations for the GDPR.

» Collect best practices regarding good govern-
ance for GDPR implementation, including the roles

of internal audit and risk management.

Prior to the effective implementation of GDPR in

May 2018, most European organisations invested

significant efforts to comply with the regulation.

As a result, substantial progress has been made
in integrating GDPR compliance into existing cor-
porate governance frameworks, as well adapting
corporate governance to address GDPR challeng-

es.

Across Europe and beyond, compliance with the
GDPR, or more accurately, compliance failures, has
gained significant attention. Organisations need
to respond to stakeholders' concerns about per-

sonal data, and boards need independent opinion.

The next review of the GDPR should recognise
the relevance of a corporate governance frame-
work, such as the Three Lines of Defence model,
to embed the management of privacy risks in the
organisation. It should also preserve the organi-

sation’s ability to innovate.

Data protection risks will decrease if the imple-
mentation of the GDPR is integrated in all busi-

ness processes.

The first part of this report gives the key find-
ings from the research and recommendations for
stakeholders: European authorities, organisation
governance bodies' and practitioners, including

internal auditors, risk managers and DPOs.

The second part of the report explains the major
findings used to support the recommendations.

Detailed elements are available in the appendices .

Board and any Governing Body concerned




ubstantial progress has been made inin-  The findings in this paper are based on analysis

tegrating GDPR compliance into existing of two anonymous web-based surveys and inter-

Key Findings and
Recommendations

corporate governance frameworks, as views of selected GDPR stakeholders between 31

well as adapting corporate governance to address May and 14 July 2019 across Europe s

GDPR challenges. While acknowledging the pro-
gress in regard to these different topics, we can
still make several recommendations to: European
authorities, corporate governance bodies, prac-
titioners (internal auditors, risk managers) and

DPOs.

Key Findings Key Recommendations per target

= One year after the implementation
of GDPR, the DPO is embedded into
the corporate governance of organ-
isations, when DPQ is required

For the European
authorities

= Interaction between the DPO risk
management and internal audit func-
tions, respectively, is already signifi-
cant (86% of respondents in contact
after only one year).

= The DPO is considered to be part of

the second line of defence. DPOs are For corporatg gov-
assigned internally 89% of the time ernance bodies
and 53% are assigned to an existing

function, most often in the compli-

ance or legal department.

= Most boards of directors and se-
nior management generally expect
full compliance from the organisation
with some boards viewing the GDPR
as “just another regulation” with

. For practitioners
which they must comply.

= The GDPR regulation could leverage on a cor-
porate governance framework, such as the
Three Lines of Defence model, to naturally place
the management of privacy risks in the organ-
isation. (e.g. See 2018 Cyber Risk Governance
report)

= The roles and responsibilities of the DPO in re-
lation to other roles in the organisation should
be clearly outlined within a corporate govern-
ance framework.

= When not already in place, organisations
should consider formally adopting the Three
Lines of Defence model.

= Working with DPOs, the internal audit and risk
management functions should establish formal
coordination points which, when integrated into
a corporate governance framework, can confirm
to both internal and external stakeholders
whether compliance expectations are met.




Key Findings

Key Recommendations per target

= Organisations are worried that in-
sufficient information from national
data authorities about the interpreta-
tion of technical and financial aspects
of the GDPR could lead to unequal
treatment of organisations, cross Eu-
rope, thereby creating a competitive
disadvantage.

For the European
authorities

= Efforts by the European Data Protection Board
to harmonise both the understanding of the
technical requirements (e.g. definitions and vo-
cabulary around GDPR) and related enforcement
actions (e.g. process and related fines) across
the European national data protection authori-
ties should continue. Furthermore, the European
Commission should support cooperation be-
tween industry bodies and national data author-
ities to clarify the technical and financial aspects
of the GDPR in its 2020 review.

Key Findings

Key Recommendations per target

Key Findings

Key Recommendations per target

= Data breaches and their resulting
reputation impacts are among the
greatest GDPR risks.

= The main challenges posed by the
GDPR implementation are:

-the uncertainty or complexity of the
GDPR's impact on existing systems
and processes

-the difficulty of incorporating innova-
tion in business processes while ad-
dressing data privacy concerns

-the resources required to maintain
compliance and a culture of data pro-
tection.

For the European
authorities

= The next review of the GDPR should preserve
the organisation'’s ability to innovate.

For corporate gov-
ernance bodies

= Organisations should systematically involve
the DPO in new business processes dealing
with privacy matters.

For practitioners

= Awareness of the day-to-day focus on data
protection and the GDPR should be strength-
ened through stronger communication.

= According to internal auditors and
risk managers, more than 70% of or-
ganisations’ boards showed interest
in receiving independent assurance
from internal audit regarding the
GDPR.

» About 68% of internal audit de-
partments have already integrated
the GDPR into their work and are
responding to board or senior man-
agement requests for assurance us-
ing existing risk-based audit planning
techniques.

= Roughly 47% of internal audit de-
partments rate the GDPR reputation
risk as high. GDPR compliance and
operational inherent risks are also
rated high by 43% and 41% of the re-
spondents.

= Among the GDPR aspects covered
by internal audit, governance is the
first element (56% of audit plans), de-
sign is second (44%) implementation
aspects are third (42%).

For corporate gov-
ernance bodies

= Organisations are expected to respond to
stakeholders ‘concerns over personal data and
boards have interest in receiving independent
assurance regarding GDPR.

= Data protection risk should decrease if the
implementation is integrated in all business
processes.

For practitioners

= Reviews on Data Privacy are now common
part of Internal Audit activities: they should use
standard methods to define the audit program
for data privacy in each assignment, when
required. It should at least cover governance,
design and implementation aspects.

= Therefore, internal auditors should be duly
trained to assess GDPR specific processes and
impacts.
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Key Findings

Key Recommendations per target

= 91% of risk managers have imple-
mented measures for preventing and
dealing with data security breaches.
These measures include embedding
privacy risk assessments in new ser-
vices and products, or setting up busi-
ness continuity/crisis management
plans.

= Of the 5 GDPR risk consequences
for businesses, respondents con-
sider 4 as high: reputational (47%),
compliance (42%), operational (41%)
and strategical (31%). The financial
aspects are considered as a “medium
risk” in 49% of cases.

= Of the risk managers’ responses,
76% have already included data pri-
vacy in their global risk maps and 74%
have performed an evaluation of the
threats arising from the GDPR imple-
mentation.

For corporate gov-
ernance bodies

= Risk managers play a relevant role to ensure
a high level of preparation in the management
of data privacy risks, including prevention and
business continuity and crisis management
plans for data breaches.

= Most organisations are considering GDPR
risks from a holistic view (compliance, oper-
ational and reputational negative impacts) to
purchase appropriate insurance.

Key Findings

Key Recommendations per target

For practitioners

= Data privacy is embedded in most of the
existing risk maps.

= Most risk managers include understanding of
how privacy risks can affect all aspects of the
business into their risk assessment so they can
propose credible and documented mitigation
measures to the senior management of the
organisation.

» 63% of professionals indicated that
there is a good or a strong coopera-
tion between internal audit and risk
management, in relation to the GDPR.

= Only 11% stated that the coopera-
tion was failing, compared to the 88%
of the total sample who stated that
there was some existing cooperation,
one year after the entry into force of
the regulation.

For practitioners

= Both professions should interact with the
DPO, in line with the Three Lines of Defence
model, to deliver a consistent assessment
and reporting of data privacy risks that are not
repetitive and add real value.

14
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Summary of

Results

1. GDPR and corporate gov-
ernance

The Data Protection Officer (DPO)
» DPOis in place

A large majority (82%) of the survey respondents
and interviewees declared that their organisa-
tions have a DPO in place. This single aspect of
compliance with the regulation, assignment of a
DPO, could indicate organisations’ response could
be an indication of the prevalence of processing

of personal data in today's business environment.

Of the internal auditor survey respondents, nearly
half of the DPOs (49%) were assigned at the Eu-
ropean Union (EU) level. Interviewees confirmed
that there was an EU or even global DPO assign-
ment, often in addition to country or legal entity

DPOs.

We have a data protection
management system used for
European DPO level reporting
overview (monitoring is done
locally).

» DPO is assigned to internal existing func-

tion

Question: If your organisation has a DPO, is it

internally sourced or outsourced?

DPO role was assigned
internally to an existing
function

. New internal function

AN

Outsourced

. Legal—Compliance

IT—IS

. Risk Management

. Operations—Finance

Of respondents that do have a DPO, 89% of those
DPOs are internal to the organisation, with the
majority having been assigned to existing internal
functions. When assigned to an existing internal
function, the role of DPO is usually (more than

50%) placed under a legal or compliance function.




Because we have a huge num-
ber of employees, we need to
take care of their data. There-
fore, the DPO position was
created in the HR department.

Based on the interviews, the DPO often has a le-
gal background (previously or currently in the le-
gal or compliance department). Interviewees also
indicated that DPOs ideally have experience and
thorough knowledge of the organisation, its sys-
tems and its stakeholders. This combination of
experience aids the DPO in assessing, advising
and reporting to management on data privacy
risks. Experienced risk management and compli-
ance professionals often have these same skills,
thus the reason for sometimes linking the DPO

with their departments.

Reasons for outsourcing remain unclear. Factors
that drive externalisation of the DPO role could
be the absence of an individual with the right ex-
perience or profile, a perceived higher level of in-
dependence, or the apparent lack of a need for a
full-time DPO, based on the amount of personal

data processed.
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“The DPO is an external body
in our company. This allows
us to promote independence
and precision.

In some cases several organ-
Isations can appoint a single
DPO between them.

Interviewees often mentioned that even when the
role is not outsourced, the internal DPO is sup-
ported (with budget assigned) by external legal
expertise on GDPR.

The majority of organisations have as-

signed DPOs internally, often to existing
functions, and to individuals with per-
ceived expertise in data privacy topics.
Those internal DPOs are most often
placed in legal or compliance depart-
ments. Two factors that appear to drive
the decision to assign a DPO internally:
the amount of personal data processed
and the expertise available internally to

manage GDPR requirements.

2. Interaction and coopera-
tion among actors

» Internal auditors and risk managers are in

contact with the DPO

Question: What is your level of interaction

with the DPO?

. Not formalised (on request)
Formalised (several times)

Not Applicable — I'm the DPO

Of the responses from the survey respondents,
86% are in contact with the DPO. This shows that
there is already significant interaction between
this new function and the risk management and
internal audit functions, respectively, after only

one year.

By often meeting with the
DPO and the IT responsible,
| try to make sure compa-
nies are aware of GDPR risks.
This allows us to be proactive
regarding future risks.

The 9% of survey respondents who indicated that
they are the DPO were risk managers. In addition,
a few interviewees served as joint risk managers/
DPOs or joint internal auditors/DPOs.

Regarding a joint risk manager/DPO role, as men-
tioned in Topic 1 above, there are similarities that
can be made between the experience and skill
sets of professional risk managers and those re-
quired of DPOs as described in the GDPR. Com-
mon requirements are: performing a thorough risk
assessment, reporting to top management and
maintaining confidentiality.

According to the survey and interview results,
joint internal auditor/DPO roles are less common.
This is logical considering the internal auditor’s

requirements for independence and objectivity.

We need to improve the col-
laboration with the commu-
nication department because
they have the competence
to assess reputational con-
sequences that could hit us,
which is not our core com-
petence as risk managers.

19



Nearly one-third of survey respondents have
formalised interactions with the DPO, indicating
that many organisations have quickly integrat-
ed the DPO within their governance processes.
As described by interviewees, that formalisation
of roles and interactions often follows the Three

Lines of Defence model’.

The DPO is considered part of the second line
of defence. The DPQ’s primary role is to provide
guidance across the organisation, for example to
set standards and tools, establish reporting re-
quirements and manage implementation projects.
The DPO might also undertake internal reviews
or oversee external reviews of the level of com-
pliance throughout the organisation. The surveys’
results show that the DPO reports at least annu-
ally on its activities and consolidates reporting to
the board of directors and other supervisory or

management bodies.

With respect to risk management, this second line

of defence integrates data privacy risks into the

20

organisation's ERM. When possible, data privacy
risks are quantified in line with the organisation’s
existing risk scoring and mapped along with other

risks that the organisation faces.

Interviewees overwhelmingly indicated that the
business units or local entities who directly handle
(process or control) personal data are responsible
for ensuring compliance with the GDPR. As the
GDPR requires the processor and/or the controller
to take responsibility for compliance, this respon-
sibility sets up the business units or local entities
as are the first line of defence against data privacy

risks.

We have a privacy committee
composed by first line's rep-
resentatives, strictly related
to privacy matters.

Internal audit is the third line of defence and
provides independent assurance to the board of
directors and management. This independent
assurance can include audit of the first lines of
defence activities, as well as audits of control pro-
cesses established by the second line of defence.

It can also include advisory assistance, for exam-

ple during implementation of the initial GDPR

compliance efforts.

Interviewees stated that there are regularly
scheduled meetings with the DPO to allow shar-
ing of risk assessment results and of outcomes
from detailed reviews or audits. Furthermore,
interviewees often cited discussions among the
functions as to how GDPR compliance can best

be assessed and by whom.

Risk Management

IT Department

Financial Control
Operation/Business
Units

Compliance

Human Resources
Data Protection
Officer

Chief Data Officer

Chief Information
Security Officer

We address the main risks of
all the processes of the com-
pany. The risk manager en-
gages with the first line and
the DPO to make a risk as-
sessment independently. We
are also used to inform the
internal audit department
regarding the assessment.
This allows them to build up a
risk-based internal audit plan
for the whole company.

Internal Audit

3PNy [eusalxy
loje|nSay



https://www.eciia.eu/what-is-internal-auditing/
https://www.eciia.eu/what-is-internal-auditing/

» There is a good cooperation on GDPR be-

tween Internal Audit and Risk Management

Question: How strong is the cooperation be-
tween Internal Audit and Risk Management

regarding GDPR?

(—1"/.

. Good cooperation

Strong cooperation

. Limited cooperation

. No cooperation at all

Not sure

Of the survey respondents, 63% indicated that
there is a good or a strong cooperation between
internal audit and risk management, in relation to
GDPR. Only 11% stated the cooperation was fail-
ing, while that 88% of the total panel confirmed
there is at least some cooperation, one year after

the GDPR entered into force.

Such a result is not surprising, considering that
both functions are involved in the oversight of
risk, and this situation reflects the good govern-
ance practices embraced by the Three Lines of

Defence model. Although each function focuses
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on its unique role in the organisation, they often
cooperate on risk topics. The addition of data pri-

vacy risks to these topics is a logical next step.

According to feedback from interviewees, cooper-
ation between the functions most often takes the
role of regular meetings, specifically to share risk
assessment results. Some attempts are made at
aligning risk assessment techniques and termi-

nology.

Thanks to their expertise on risks
and their broad coverage of the
organisation, both risk manage-
ment and internal audit functions
are logical contact points for the
DPO on privacy risks. They are
also logical partners in support-
ing each function’s unique role. As

a result, many organisations have

established formal exchanges to

promote cooperation between the
DPO, risk management and inter-
nal audit functions, often defining
the roles based on the Three Lines
of Defence model.

3. Reporting to the Board
about data privacy matters,
including the GDPR

» Different actors have a role in the report-
ing process to the Board, but the DPO re-

mains the cornerstone

Question: Who is primarily expected to report
to the Board (and/or Audit/Risk Committee)
about GDPR compliance and performance in

your organisation?

. DPO

. Senior management
Other

Chief Risk Officer

. CAE

Survey and interview results both indicate that
the DPO is primarily responsible for reporting to
organisations’ boards and senior management
about data privacy matters. Furthermore, inter-
viewees noted that there were at least annual

updates on GDPR implementation, ongoing com-

pliance, new data privacy risk assessments, train-
ing or other key obligations under the GDPR. This
demonstrates alignment of practices with the
regulation which requires the DPO to directly re-
port to the highest management level of the data

controller or the processor.

Of the responses from survey respondents, 17%
indicated that risk management and internal audit
are reporting on data privacy. The involvement of
risk managers and internal auditors shows an in-
tegration of the GDPR and data privacy issues into
their usual reporting process, just one year after
the GDPR implementation. These findings were
supported by interviewees who confirmed that for
risk managers, reporting on risks for operational
activities is among the core responsibilities of a
risk manager in charge of ERM. For internal au-
ditors, audit findings regarding GDPR compliance
or implementation were integrated into standard
audit reports and regular audit reporting to the

audit committee, interviewees stated.

21% of survey respondents indicated senior man-
agement is primarily responsible for reporting to
the board on data privacy. As this group generally

reports to the board on all matters, the visibility of

23



data privacy could be higher or lower will depend

on senior management focus and priorities.

Regarding other functions shown in the chart, the
legal and compliance functions are the most cit-
ed (nearly 60%) as reporting on data privacy mat-
ters. Interviewees confirmed that the compliance
function gives regular (usually twice-annually or
quarterly) reports to boards and senior manage-
ment, and that the GDPR is integrated into those
reports. This result is in line with Topic 1 above,
which describes how the role of the DPO often sits

within the legal or compliance function.

A big concern for the Board is
that the organisation might
be responsible for infrastruc-
ture it can not control.

For data privacy matters, report-
ing to boards is primarily done by
the DPO. In addition, internal audit
and risk management have inte-

grated data privacy matters into

their regular reporting processes.
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4. Significant challenges
posed by the GDPR

Question: What significant challenges has

GDPR posed for your organisation?

. Uncertainty, complexity

. Innovation/R&D

Workload, resources

. Relations—3" parties

Relations—internal

Both survey respondents and interviewees were
asked to cite challenges in implementing the
GDPR. Although results can be grouped, these
groups vary widely and include challenges in-
curred (now passed) during implementation, as
well as current ones. Here are the top challenges

mentioned by the respondents:

= Number 1 challenge: Uncertainty and

complexity

Roughly 30% of survey respondents cited chal-
lenges regarding the uncertainty or the complex-

ity of the GDPR. These comments include con-

cerns about the scope of application of the GDPR
for existing business and systems. For example, in
highlighting the proliferation and nearly constant
change of information technology, nearly all inter-
viewees stated that keeping up with or ahead of
technology was difficult. In addition, respondents
and interviewees mentioned the extent of data
in legacy systems (outdated computer systems
or software that are difficult to maintain) and the
technical difficulty in “forgetting" personal infor-

mation throughout all systems and businesses.

Despite the European Data Protection Board's
existing work to harmonise approaches by na-
tional data protection authorities?, the comments
about uncertainty also include concerns about
how those national authorities will interpret and
enforce key aspects of the GDPR. International or-
ganisations especially face possible differences in
treatment among countries. These may involve ,
both in applying technical aspects (e.g. how rules

are applied for documentation, level of detail to

1 “Forgetting” personal information refers to require-
ments of the GDPR for the processor or controller to erase a
data subject’s personal data without undue delay.

2 See the European Commission's Communication
from the Commission to the European Parliament and the
Council :Council: Data protection rules as a trust-enabler in
the EU and beyond — taking stock, published 24 July 2019

be achieved, frequency and content of reporting)
and financial aspects (e.g. fines, appreciation for
good-faith efforts). Further, results from the sur-
veys and interviews show that organisations are
worried that this insufficient information from na-
tional data authorities could lead to unequal treat-
ment of organisations, thereby creating uninten-

tional competitive disadvantage.

It'is important to have a good
relationship with the regula-
tor to clarify what is the level
they deem as a high-impact
event.

» Number 2 challenge: Innovation and R&D

Both interviewees and survey respondents (25%)
expressed concern over how the GDPR might neg-
atively affect innovation, especially with the use
of technology, in their organisations. Most com-
ments in this area reflected concern about how
the GDPR could hinder the organisation’s ability to
fully adopt technology and data in new business
models and products. Examples included the In-
ternet of Things (IoT) and facial recognition were

mentioned.
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The fast development of tech-
nology and trade-off between
the need for the company to
be always digitalised and on-
line, and the increase of data
breaches risks restrains from
new business developments.

While acknowledging Data Protection Impact As-
sessments (DPIAs) are a necessary part of the
GDPR, several comments concerned the time re-
quired to do them, which resulted in delays to new
projects and business. Respondents and inter-
viewees also mentioned an irrational “fear” being
adopted in some organisations, resulting in over-
reactions and shutdown or slowdown of business.
On the positive side, some interview-
ees acknowledged that the GDPR did im-
prove some aspects of their organisations.
Organisations now have a better invento-
ry of all their data and the roles and respon-
sibilities concerning that data are clearer.
This is in line with the opportunities for sound
data management described in the European

Commission’s Communication to the Europe-

an Parliament and the Council: Data protection

26

rules as a trust-enabler in the EU and beyond —

taking stock, published 24 July 2019.

» Number 3 challenge: Workload and allo-

cated resources

Surprisingly, workload and resources were not cit-
ed as the biggest challenges. This could indicate
that there had been a high level of budget antic-
ipation; however, interviewees explained that ef-
forts were made to incorporate GDPR compliance
into existing processes and systems whenever
possible. For example, in some organisations, data
breach management was incorporated into exist-
ing incident response or incident management
processes and systems. These bids to streamline
processes do not negate the previously mentioned
concerns about the complexity of legacy systems
and the sometimes significant efforts necessary

to adapt them.

Both survey respondents and interviewees ex-
plained that budgets were allocated for im-
plementation, but obtaining budgets for on-
going compliance is more difficult. The need
to build therefore,

compliance s, greater.

= Number 4 challenge: Internal relations

Regarding internal relations, 14% of survey re-
spondents indicated that internal training and
maintaining awareness were challenges for the
organisation. Several interviewees said this can
be a challenge for compliance in general, not just

the GDPR.

Training is very important: |
believe everyone in the com-
pany should know about the
data protection regulation
and how they can avoid any
risk.

= Number 5 challenge: Relations with third

parties

Relations with third parties were also cited as a
challenge by 14% of survey respondents. Con-
tracts with suppliers were repeatedly highlight-
ed as having required significant time and effort
to be updated. This included implementing new
contracts where they did not previously exist
or reviewing and revising all existing contracts.
Though highlighting significant progress, sever-

al interviewees indicated this is an ongoing ef-
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fort that sometimes delay day-to-day work when
sharing of data is critical or time-sensitive (e.g. in

the healthcare industry).

= Transversal and long-term challenge: Re-

lation with third parties

In addition, to challenges cited in the survey, the
outcome of interviews indicates that changes in
culture and behaviour are also a challenge that is
not easy to achieve.

In its Communication to the European Parliament
and the Council: Data protection rules as trust
enabler in the EU and beyond-taking stock, pub-
lished 24 July 2019, the European Commission
stated that “the success of GDPR should not be
measured by the number of fines imposed, but by
changes in the culture and behaviour of all actors

involved.

If you lose your data, repu-
tation risk is more significant
than financial loss.

All interviewees expressed significant progress
on this front. However, they also indicated a ten-

dency by both business managers and the board



or senior management to revert to the DPO when
compliance was not achieved as expected. This
indicates a need to strengthen awareness of the

DPQ's role in the governance model.

Organisations face a range of

challenges at varying levels of

significance, depending on their

approach to implementing GDPR

compliance, their previous level of

focus on data privacy risks and the

amount of personal data they pro- I
cess or control.

Although organisations can ad- G D P R a n d I n te r n al

dress some of these challenges,

others are driven by parties ex- u
. ' I |
ternal to an organisation and a A It.

common approach to dealing with

them has not yet emerged. Independent assurance

over key risks relating
to the GDPR




= The internal auditor is an independent as-

surance provider on GDPR matters

Question: Has your organisation’s Board (and/
or Executive Management) showed interest
in receiving independent assurance from In-

ternal Audit regarding the GDPR?

50 . Yes, formally
-

Yes, informally

Not sure

The broad majority (71%) of chief audit executives
confirmed that their board of directors and sen-
ior management generally expect full compliance
from the organisation as well as independent as-
surance from internal audit on all regulatory top-

ics, including the GDPR.

Although 27% of survey respondents said the

board has not shown interest in independent as-
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surance, this may reflect recurring survey com-
ments and interviews that some organisations
view the GDPR as “just another regulation” with
which they must comply. This is especially true
in countries where data protection was already
highly regulated and this is also true in industries

that do not regularly handle consumer data.

We trained all auditors, plus
extra training for IT auditors,
on what to consider for GDPR.
Every audit has a checklist to
see if GDPR work is needed.

» GDPR is fully integrated in annual audit

plans

Question: Is GDPR part of your past, actual or

upcoming audit plan?
60
50
40
30

20

2018 2019 2020

When asked whether the audit plan includes
GDPR coverage, both survey respondents and in-
terviews indicated that there had been extensive
audit work in either 2018, 2019 or both.

Additionally, the GDPR is generally expected to re-
main in the audit plan in 2020, though the audit
hours are likely to be reduced when compared to

2019.

Question: What elements of GDPR do you

plan to (or actually) audit?

60
50
40
30

20

GDPR GDPR General GDPR GDPR

Governance Design Implementation  Performance &
Effectiveness

In 2019, the GDPR governance framework re-
mains the key aspect to be audited. Interviewees
reported that initial audit coverage focused espe-
cially on implementation and set-up of the data
privacy governance framework.

One year after entry in force, second bests are still
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general design and implementation.

For the future, the GDPR is expected to be in-
tegrated into internal audit's usual risk as-
sessment and planning efforts. Coverage of all
aspects, but especially performance and effec-
tiveness (aspects that now represent only a third
of the current audit plans), will be determined
according to the relative risk and priority that

the GDPR takes throughout the organisation.

Question: Do you foresee that the GDPR re-
lated engagements will become recurring au-

dits in your audit plan?

While particular audits of the DPO and compli-
ance function (second lines of defence) might
be scheduled (68% of the respondents foresee
a recurrent auditing process), data privacy is ex-
pected to be a topic among others in nearly all

business and process audits. Audit coverage will



be determined during individual audit planning

based on the data privacy risks for each audit unit.

We put all of the risks in the
same scale. GDPR is no differ-
ent.

Several interviewees explained that they have
implemented standard methods for determining
coverage of data privacy risks on each audit of a
first line of defence business unit. Examples in-
clude standard questionnaires or checklists that
are completed at the outset of the audit. Topics
include such as contracts with third parties, exist-
ence of personal data in processing, and methods
of handling personal data. Answers to these ques-
tions determined whether data privacy will be in
the scope of the audit. One interviewee highlight-
ed a set of standard work programmes that could
be added on to an audit of a business unit when

coverage of data privacy risks was necessary.

Finally, several interviewees mentioned their ad-
visory work on the GDPR. This ranged from de-
fined roles as observers of the GDPR implemen-
tation projects to flexible cooperation with DPOs

through information sharing. This cooperation

is further described in Topic 2 above, which de-
scribes the interaction between the DPO and In-

ternal Audit.

Many internal audit departments
have already integrated the GDPR
into their work and are responding
to board or senior management

requests for assurance using ex-

isting risk-based audit planning

techniques.

GDPR and Risk
Management:
Integration of the
assessment of data
privacy risks




» GDPR is fully integrated in the global risk

mapping process

Is data protection integrated in your global

risk mapping?

The majority of risk manager respondents (76%)
have already included data privacy in their glob-
al risk maps. This reflects risk managers’ inclu-
sion of evolving and significant risks in their ERM
process. In fact, FERMA's European Risk Manager
Report 2018 shows that data fraud/theft (which
includes, but is not limited to, personal data) is in

the Top 10 risks faced by organisations.

We are working with a stress
test to know the impact for
us in terms of reputation and
before any financial trigger.
This is based on a notoriety
score made by an independ-
ent company.
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Interviewees explained that, although the DPO
might be considered a process owner in the ERM
risk matrix, data privacy is usually assessed as
part of general compliance risk. In addition, relat-
ed technical risks are assessed as part of IT/cyber
and employee risks as part of human resources.
Two interviewees described how the risk man-
agement function assessed the implementation
project for GDPR compliance separately from on-
going compliance maintenance. This allowed risk
management to analyse the return on the imple-
mentation project as is done for other strategic

investments and big projects.

By reviewing each contract,
the process of the data, we
are also reviewing our busi-
ness in a way.

= The varied nature of the GDPR implied

risks

How do you rate various risks of the GDPR in

your organisation?

Strategic Risk

Operational Risk 41%

Compliance Risk

Financial Risk

Reputational Risk 47%

o —

20 40 60 80 100

. High Medium Low

Of the survey respondents, 47% have assessed
the inherent GDPR reputational risk as high, fol-
lowed by .

This is followed by the compliance risk and oper-
ational risk. These findings correspond with feed-
back from interviewees. They viewed the biggest
risks related to data breach (or data loss), again in
line with FERMA's European Risk Manager Report
2018, and the corresponding reputation risk that
could occur when or if that data breach becomes

public knowledge. Again, this is in line with FER-

35

MA's European Risk Manager Report 2018.

Data breach and reputation risk appear to be less
relevant for organisations that do not regularly
deal directly with end consumers.

Although recently imposed large fines of high
amounts have garnered significant media atten-
tion, only 11% of survey respondents believe that

the related financial risk is high.

Asweseeitasacompliantand
reputational risk, we don't re-
ally see it as an economic risk.
But long term we are look-
ing at it from the reputational
side.



» The risk manager is broadly implicated in the

threatanalysis related to GDPR implementation

Question: Did you perform an evaluation of
the threats arising from the GDPR implemen-

tation?

. Yes, as regards frequency
and severity without
financial quantification

Yes, they have been financially
quantified and with proposed
mitigation measures

No, not my role; performed by
another function

74% of risk manager respondents assess the
threats associated with GDPR implementation,
although the process for doing so varies. Already
30% of risk managers are quantifying the financial
impact of data protection incidents, using stress
test scenarios, an index or a scale. Of the remain-
ing respondents, 44% are performing qualitative
assessments of frequency and severity as part
of their standard risk management practices. In-
terviewees explained that, for exposures such as
business continuity or reputation damage, these

qualitative assessments are estimated or subjec-

tive, but based on written guidance.

When risk managers do not evaluate threats from
the GDPR (26% of survey respondents), the other
parties assessing those threats are most often le-
gal and compliance (29%), the DPO (16%) or busi-

ness operations (12%)«

The majority of risk managers

have incorporated data privacy
risks into their existing risk as-

sessments and risk maps.

Appendix



» Methodology
The findings in this paper are based on analysis
from two anonymous web-based surveys and in-

terviews of selected GDPR stakeholders.

One survey consisted of 19 questions distributed
through the ECIIA's national institutes to heads
of internal audit in five countries: Germany, Italy,
France, Spain and the UK. This survey was com-
pleted by 124 respondents. A second survey con-
sisted of 10 questions distributed through FER-
MA's 22 member associations to risk managers
throughout Europe. This survey was completed
by 205 respondents. All survey responses were

received between 31 May and 14 July 2019.

Percentage of participation per country
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Each of the two surveys contained five common
questions relating to the GDPR impact on corpo-
rate governance and one open common question
relating to challenges faced in implementation or
going forward. The remaining questions in each
survey were tailored to the roles of the respond-

ents (Internal Audit or Risk Management).

Respondents were not required to answer all
questions, so the response rates can vary among
questions. In addition, some questions allowed
multiple choices so the responses do not always

add to 100%.

In addition, 23 interviews were conducted to pro-
vide insight to and elaborate on survey respons-
es. Interviewees included heads of internal audit,
risk managers and data protection officers. Inter-
viewees were selected by ECIIA or FERMA nation-
al associations. The selection did not statistically
represent the survey respondents; however, in-
terviewees did represent varying countries (ltaly,
Germany, Spain, France and the UK) and diverse
industries (telecom, transport, defence, health

care, energy, ...).

About Our Organisations

The European Confederation of Institutes of In-
ternal Auditing (ECIIA) is the voice of internal audit
in Europe. Our role is to enhance corporate gov-
ernance through the promotion of the profession-
al practice of internal auditing. Our members com-
prise 34 national institutes of internal auditing
from countries that fall within the wider European

region, representing 48.000 individual members.

The ECIIA mission is to further the development
of good corporate governance and internal audit
at the European level, through knowledge shar-
ing, developing key relationships, and impacting
the regulatory environment, by dealing with the
European Union, its Parliament and the European

Authorities.

The Federation of European Risk Management As-
sociations (FERIVIA) speaks for the risk management
profession in Europe. FERMA brings together 21 risk
management associations in 20 European coun-
tries. They represent nearly 5,000 professional risk
managers active in a wide range of business sectors.
FERMA acts on their behalf at European level and

promotes the risk management profession.

FERMA provides a risk management perspective
on European issues and strengthens the profes-
sion through a European risk management certi-
fication (rimap). As a member of the International
Federation of Risk and Insurance Management
Associations, FERMA supports the global risk
management community and promotes commu-

nication on risk with events and publications.
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